IMpuaoxenne Ne2.
NudopmannoHHas namMaTKa 1Js 00y4ar0MUXCH ISl pa3MelleHus Ha
opunuansbubix UHTEpHET-pecypcax

C KaXXJbpIM rOJJOM MOJIOZIEKH B MHTEPHETE CTAHOBUTHCS OOJIBLIE, a IIKOJIBHUKHA OJHU U3
CaMbIX aKTUBHBIX IIOib30Barened Pynera. Mexay TeMm, NOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECEeT W MpoOJeMbl. DTa MaMATKa JIOJDKHA MOMOYb Tebe Ge30macHo
HaXOJUTHCS B CETH.

Komnviomepnuvie eupycoi

KomMmmbrotepHsiit BUPYC - 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIUYUTEIHHOM
OCOOEHHOCTBIO KOTOPOIl SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomonHeHune K 3ToMmy,
BHUPYCHI MOT'YT MIOBPEAUTD WJIH MOJTHOCTHIO YHUUTOXKUTH BCe (DaliiIbl U TaHHBIE, TOJIKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOTo ObLiIa 3alyllleHa 3apaxEHHasi IporpaMMma, a Takke MOBPEAUTh
WIH JJa)Ke YHUUYTOXKUTH OINEPAIMOHHYIO CHCTEMY cO Bcemu (paiimamu B menoM. B OoibIInHCTBE
CIIy4aeB paclpOCTPaHSIOTCS BUPYCHl UYEPE3 UHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTpamMM:

1. Hcnonb3yit COBpEMEHHBIE ONIEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHD 3aIUTHI OT BPEIOHOCHBIX ITPOrpamM;

2. [TocrostHHO  ycraHaBnmuBail maytu  (UMQpOBBIE  3aIUIATKH, KOTOpBIE
aBTOMAaTHYECKH YCTAHABJIMBAIOTCS C LENbIO JOPAOOTKHU MIPOrpaMMBbl) U APYTHe
OOHOBJICHUS CBOEH omnepanroHHON cuctembl. CkauuBail WX TOJBKO C
odpunmanpHoro caiita paspadorunka OC. Ecnm cymecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIOYH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpE TIOJ TIpaBaMU TIOJb30BATENsI, a HE
aJIMMHHCTpATOpa. DTO HE MO3BOJHUT OOJIBIIMHCTBY BPEAOHOCHBIX IPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMITBIOTEPE;

4, Hcnonb3yit aHTHBUPYCHBIE TIPOTPAMMHBIC TTPOAYKTHI U3BECTHBIX
MIPOU3BOIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb pU3UIECKUI TOCTYN K KOMIIBIOTEPY 715l TOCTOPOHHUX JIHII,

6. Hcnons3yit BHETHUE HOCUTENH HHPOPMAIIMH, TaKUE KaK (IIelKa, TUCK I
(aiin U3 UHTEepHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He otkpeBaii kommblOTepHBIE (alibl, TOJYYCHHBIE W3 HEHAIAEKHBIX

HMCTOYHUKOB. Jlake Te (aitibl, KOTOphIE MPHUCTAT TBOW 3HAKOMBIN. Jlydre
YTOYHHU y HET0, OTIIPABIISLI JIU OH TeOe UX.

Cemu WI-FI

Wi-Fi - 310 He Bu nepeaun JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeHn, Mapka. Eme
B 1991 rony Huzaepnanjackas kommanusi 3apeructpupoBana Openn « WECA», yto o6o3Hagano
coBocouetanue «Wireless Fidelity», koTopslii mepeBoIuTCs KakK «OeCpOBOIHAS TOUHOCTBY.

Jlo Hamiero BpeMeHHM Joluia jApyras abOpeBwarypa, KOTOpas SIBISETCS TakKOW e
TexHosoruei. Oto abopesuarypa «Wi-Fi». Takoe Ha3BaHKe OBLIO JaHO C HAMEKOM Ha CTAHIapT
BBICIIMI 3BYKOBOW TeXHUKH Hi-Fi, 4T0 B mmepeBoje 03HayaeT «BBICOKAs TOUHOCTH).



Ja, OecrimaTHBI MHTEPHET-IOCTYI B Kade, OTeNIX W a’pornopTax SBISETCS OTIMYHON

BO3MOXKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE 3KCIIepThI CUUTAIOT, uTO obmenoctymnHbie WiFi

CETH HE SIBJISIOTCS 0€30IaCHBIMHU.

CogeTsl 10 Oe3omacHocTH padore B o0menoctymubix cersx Wi-fi:

1.

COI/}MCZJZbele cemu

He mepenapaii cBoro nuuHyro uH(popMarmioo yepe3 obmemoctymnabie Wi-Fi
cern. Paborast B HHX, KelaTeJbHO HE BBOJUTH MApOJH JOCTYIA, JIOTUHBI H
KaKHe-TO HOMepa;

Hcrnonp3yit 1 OOHOBJSIH aHTHUBUPYCHBIE TporpaMMbl W OpaHamayep. Tem
CaMbIM ThI 00e30macuIb ce0sl OT 3aKauKH BUPYyCa Ha TBOE YCTPOWCTBO;

[Mpu ucnionszoanuu Wi-Fi otkmroun pyaknmio «O0mwmii qocTym K daiiinam u
npuHTepam». JlaHHas QYHKIHUS 3aKpbITa M0 YMOJIYaHUIO, OJJHAKO HEKOTOPHIC
HI0JIB30BATEIM aKTUBUPYIOT €€ Uil ynoOCTBa MCIOJIBb30BaHHS B paboTe HIIH
yuebe;

He ncnonw3yit myommansiii WI-FI a1 nepenaun muuHbIX TaHHBIX, HATPUMED
JUTSL BBIXOJIA B COIIMAJILHBIC CETH MJIH B AJIGKTPOHHYIO TIOUTY;

Hcnonp3yit TosbKo 3amuiiieHHoe coenuuenne yepes HTTPS, a ue HTTP, T.c.
npu Habope BeO-ampeca BBOIU UMEeHHO «https://»;

B wmoOunbHOM Tenedone orkiaroun (yHkumio «lloakmouenne k Wi-Fi
aBToMatuyeckn». He nomyckail aBTOMAaTu4ecKoro MoAKIOUYEHUs yCTPOMCTBA
K cetsim Wi-Fi Ge3 TBoero cornacus.

COL[I/Ia.HBHI:Ie CCTU aKTUBHO BXOJAT B HAIlly ) KU3Hb, MHOT'UC JIFOJU paGOTaIOT U )KHUBYT TaM

noctossHHO, a B Facebook yxe 3apermcTpupoBaH MHJUTHAP YEIOBEK, YTO SIBISCTCS OTHOU
CeJIbMOM BCEX MKHUTENCH IUIaHeThl. MHOTHE TOJIb30BaTeIM HE TOHUMAIOT, YTO WH(OpMAIHS,
pa3MenicHHass UMU B COITMAIBHBIX CETSIX, MOXET OBITh HalJIeHa M UCIOJb30BaHA KEM YTOJIHO, B
TOM YHCJIC HE 00s13aTeIbHO ¢ OJIarMMH HAMEPECHHSIMHU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMAJIBHBIX CCTAX:

1.

OrpaHuyb CIIUCOK Apy3ei. Y TeOs B APY3bAX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOACH;

3amuiail cBOI 4YacTHYIO JkKuM3Hb. He ykasbiBail maposu, tenedoHsl, agpeca,
JIaTy TBOETO POXKACHUS U JAPYTYIO JINYHYIO HH(POPMALHIO. 3II0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jake MH(POPMALUIO O TOM, KaK Thl U TBOM POJIUTEIH
IUTAHUPYETE IIPOBECTH KAHUKYJIBI;

3amuiail cBOIO peryTanuio - ASp>Kd ee B YMCTOTE M 3ajaBail cebe BOmpoc:
XoTes Obl Thl, YTOOBI APYrHe MOJIb30BATEIM BHIEIH, YTO Thl 3arpyxaellb?
[Toxymaii, npexkae 4em 4To-TO OIyOJIMKOBaTh, HAMCATh U 3arPy3UTh;

Ecin TBI rOBOpUIB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH CBOE
pealbHOE MMS U JIPYTylo JIMYHYI0 HH(OpMAIMK: MMs, MECTO XXHUTEIbCTBA,
MECTO y4eOBbl U IpoYee;

W3Gerait pasmemienus ¢otorpaduii B MHTEepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPENEIUTh TBOE MECTOIIOJIOKEHUE;

[Ipu perucrpanuu B COUATBLHONW CETH HEOOXOIUMO HCIOIb30BATh CIOKHBIC
[apoJiu, cocTosue U3 OykB U HUQP U C KOJIUYECTBOM 3HAKOB HE MeHee §;



7. Jlnst conranbHON CEeTH, TMOYTHI U IPYTUX CAHTOB HEOOXOJAMMO HCIIOJIH30BATh
paSHBIe naponn. Torz[a cClin TGG}I B3JIOMAaKOT, TO 3HOyMBIH_UI€HHI/IKI/I HOJIY‘-IaT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

OnexmpoHnbvle Oenbeu
DJNEeKTPOHHBIE JIEHBIM — 3TO OYEHb YIOOHBINH CIIOCOO MIaTeXei, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIY4YUTh 3TU ACHBIH.

DNEeKTPOHHBIE JIEHbI'U MOSBUIUCH COBCEM HEAABHO M MMEHHO H3-3a 3TOI0 BO MHOTHUX
rocyapcTBax 0 CUX IMOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHu GYHKIMOHUPYIOT M O HUX YK€ IIPOIHCAHO B 3aKOHE, T1IE UX Pa3JeIIsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3pelaeTcsi NPOBOAMUTH omepanuu 0e3 HIeHTU(UKALWUW I0JIb30BaTeNs, a B HE
AQHOHMMHBIX UICHTU(DUKAIINH TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxke cienyer pa3nnyarh 3JEKTPOHHBIE (MATHBIC JNEHBIH (paBHBI TOCYNAPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIC He(hUaTHBIE IEHBIU (HE paBHBI TOCYJApPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI M0 6€30MaCHOM paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:

1. [TpuBsku K cueTy MOOMIIBbHBIM TenedoH. DTo caMblii yHOOHBIH U OBICTPHIi
croco0 BOCCTAHOBUTH JOCTYN K cueTy. IlpuBs3aHHBI TenedoH MOMOXeT,
ecnu 3a0ynemb CBOW TIJIATSXKHBIM Mapoiib WM 3aifiellb Ha CalT C
HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonb3yit oqHOpa3oBkie aposd. [lociie nepexoaa Ha yCUIIEHHYIO
aBTOpU3aLMIO TeOe yxke He OyeT yrpoxkaTh OMACHOCTb KPayku MU
nepexBara IIaTeKHOTo MapoJis;

3. BeiGepu cnoxsbiii maponb. IlpectymHukam OyZer He MHpOCTO yrajiaTrh
CIIOKHBIN Maposb. HagexHble mapoiu — 3TO MapoJiv, KOTOPbIE COAEPKaT HE
MeHee 8 3HaKOB U BKIIIOYAIOT B ce0sl CTPOUHBIC U MPOMUCHBIE OYKBBI, HU(PHI
Y HECKOJIbKO CUMBOJIOB, TaKHM€ KaK 3HAK J0Jjapa, (yHTa, BOCKINIATEIbHBIN
3HaK u T.1. Hampumep, StRONQ!;;

4.  He BBOIU CBOM JIMYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSCILb.

Onexmpounas nouma

DNeKTpOHHAs ITOYTa — 3TO TEXHOJIOTHS M MPEIOCTABISEMBIC €10 YCIYTH 10 MEPEChUIKE U
MOJIYYCHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPEIEISIIOTCS B KOMITBIOTEPHOW CETH.
OO0BIYHO BJIEKTPOHHBIN IIOYTOBBII SITITUK BEITJISI AT CIEAYIOIIUM obpazoM:
UMs_TIONB30BaTeNA(@HUMs_TOMEHa. Takke KpoMmMe Tepeqayd TPOCTOro TEKCTa, HMEeTCs
BO3MOXHOCTb IepeiaBaTh (panibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:
1. Hano BeIOpaTh mpaBUIIBLHBIN TOYTOBBIN CEPBUC. B HHTEpHETE €CTh OTPOMHBIMA



BBIOOD O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyYIlle JOBEPSATH TEM, KOTO
3HACIlb U KTO IIEPBLIN B PEUTUHIE;

He ykasbiBaii B 1nuHON nouTe Tn4Hyto nHpopmaruio. Hampumep, mydre
BBIOpATh «MYy3BbIKaJIbHBIN (panaT@» mim «pok2013» BmecTo «remal3;
Hcnonp3yit ABYX3TAIHYIO aBTOPU3ALINI0. DTO KOTJa IOMUMO MapoJisi HyKHO
BBOJIUTH KOJI, TPHUChITIaeMbIil o SMS;

Br16epu criosxHbIN maposib. st Ka)Xa0ro moYTOBOTO SIIIMKA JOJIKEH OBITh
CBOM HAJIC)KHBINM, YCTOMYUBBIN K B3JIOMY MapoJib;

Ecnu ecTh BO3MOKHOCTH HAaIlUCaTh CAMOMY CBOM JIMYHBIA BOMPOC,

HCIIONB3YH 3Ty BO3MOKHOCTB;

Hcnons3yit HECKOJIBKO NIOYTOBBIX SIUKOB. [IepBbIi 111 4aCTHOM NEpPENUCKU
C agpecaTaMy, KOTOPBIM Thbl JOBEpsEIlIb. DTO 3JIEKTPOHHBIN aapec HE Halo
MCIOJIL30BaTh MIPH PETUCTpaMK Ha (OpyMax U CalTax;

He oTkpriBaii daiiiasl 1 gpyrue BIOKEHUS B MUChMaX JTa)Ke €CITH OHU
MPUILIIN OT TBOUX Jpy3eil. Jlydille yTouHM y HUX, OTIPABIISIIN JIM OHU Tebe
9TH (HaIbI;

[Tocne okoHYaHUs pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJAKU
C caiiToM He 3a0yb HaXaTh Ha «BBIATIY.

Kubepoynnune unu eupmyanvnoe uzoeeamebcmeo
KuGepOynnuHr — npecnenoBaHre COOOILEHUSIMH, COJIEPKAIIUMHI OCKOPOJICHUS, arpecculo,

3allyTMBAaHUE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOUILIO Pa3IMYHBIX HHTEPHET-

CEpPBHUCOB.

OcHOBHBIE COBETHI IO O0PHOE ¢ KUOSPOYIITMHIOM:

1.

He Gpocatics B 60ii. JIyummuii croco0: mocoBeTOBaThHCS Kak ce0si BECTH U, €CIIN
HET TOTrO, K KOMY MOHO OOpaTUThCS, TO BHAYale YCHOKOWUThCA. Eciu Thi
HaYyHEeIllb 0TBEYaTh OCKOPOJIECHUSIMHU Ha OCKOPOJIEHHUS, TO TOJBKO ellle OoJblle
Pa3zoXKeNTh KOH(PIIUKT;

VYnpasnsii cBoelt kubeppemnyTanuei;

AHOHUMHOCTH B ceTd MHUMasl. CyIIeCTBYIOT CTIOCOObI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTYyanbHOM ku3HU. HTEpHET
(buKcupyer Bce TBOM JICHCTBUA U COXpaHsET UX. Y JaUTh UX OyJeT KpaiiHe
3aTPyAHUTEIBHO;

Cobnronaii cBOM BUPTYaIbHYIO YECTh CMOJIOY;

Urnopupyii enuananbpiii HeratuB. OqHOPA30BbIe OCKOPOUTETBHBIE
COO0O01IIeHUs JTy4llle HITHOpUpOoBaTh. OOBIYHO arpeccus Mpekpariaercs Ha
HayaJIbHOM CTaIuH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COLIMATIBHBIX CETAX €CTh BO3ZMOXXKHOCTH OJIOKUPOBKH OTIPABKH COOOIICHUI C
OIIpEEIICHHBIX a/IpECOB;

Ecmu 1B cBumerens kubepOymnuHra. TBoW NEHCTBUS: BBICTYNHTH MPOTUB
[pecieoBarens, IoKa3aTb €My, 4TO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO,
MOJAJEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJIOIMYECKask MOMOILb, COOOIINUTD



B3pOCIIBIM O (paKTe arpeCCUBHOIO MOBEACHHUS B CETH.

Mobunvubiit meneghon

CoBpemeHHbIe cMapT(OHBI U IUTAHLIETHI COAEPKAT B ce0€ BIIOJIHE B3POCIBIN (DYHKIIHOHAI,
U Ternepb OHM MOTYT KOHKYpHUpPOBAaTh CO CTallMOHAPHBIMU KoMIbioTepamu. OIHAKO, CPEACTB
3aLIUTHI JJIs1 TOAOOHBIX YCTPOWCTB MOKA 04€Hb Majo. TecTupoBaHHUE U MOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak 1 I1K, To jxe camoe kacaeTcsi 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIe MOOWJIBHBIE Opay3epbl YK€ NPaKTUYECKH JOTHAIM HAaCTOJIbHBIC
aHaJIOTH, OJTHAKO pacHIMpeHne PyHKIMOHAJA BIEYeT 32 COO0M OOJIBIIYIO CI0XKHOCTh U MEHBIIYIO
3aIINIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHICCKHE
YSA3BUMOCTH JJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /1151 0€30IaCHOCTH MOOMIIBHOTO TenedoHa:
1.  Hwuuero He sBisieTcs MO-HacTosEeMy OecruiaTHbIM. Bynb OCTOpOXeH, Belb
Korga TeOe mpeiararoT OecIulaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI
KaKHe-TO TUIATHBIE YCIYTH;

2. ywmaii, npexnae uem otnpaButb SMS, ¢poto nnm Buaeo. Thl TOYHO 3HACIID,
rje oHu OyayT B KOHEYHOM UTOTE?

3.  Heob6xomuMo 0OHOBIISATH OMIEPAIIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

4.  Vcnonb3yi aHTUBUPYCHBIC MPOTPAMMBI JJII MOOMJIBHBIX TEIC(POHOB;

5.  He 3arpyxaii mpuioxeHUs OT HEM3BECTHOTO HCTOYHHKA, BEJb OHH MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 00ecIIeueHuE;

6.  Ilocime Toro xak ThI BBIJEIIb C caifTa, rje BBOAWI JMYHYIO MH(OpMAIHIO,
3aiiin B HACTPOWKHU Opay3epa u yaanu COOKies;

7.  llepuomuuecku TpoBepsii KakuWe IUTATHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM
HOMEpE;

8.  JlaBaii cBoii HOMep MOOWJIBHOTO TeiedoHa TONBKO JIIOASIM, KOTOPBIX ThI

3HAeIIb ¥ KOMY JIOBEpSICIIIb;
9. Bluetooth momken ObITH BBIKIIOYEH, KOTJAa Thl MM HE TMOdb3yelnbes. He
3a0bIBail HHOT/1a TPOBEPSITH 3TO.

Online ueput

CoBpeMCHHbBIC OHJIAWH-UTPBI - 93TO KpPACOYHbBIC, 3axBaThIBAIOIIME PAa3BJICUCHUS,
O00BECTUHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpOKH UCCIEAYIOT AaHHBIM UM MUD,
O0IIAIOTCS IPYT C APYTOM, BBITIOJIHSIOT 3aIaHUsI, CPAXKAIOTCSI C MOHCTPAMH U MOJIYYaIOT OIBIT. 3a
yIOBOJILCTBHUE OHU IUIATST: MOKYNAIOT TUCK, OIUIAYMBAIOT aDOHEMEHT MJIM MPHOOPETAIOT KaKHe-
TO OTIIIUH.

Bce »tm cpenctBa MayT Ha NOJAEpKAHME W PA3BUTHE MIPhl, a TAaKXKE€ Ha camy
0€30I1aCHOCTh: COBEPILICHCTBYIOTCSI CHCTEMBl aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE IaT4H



(mrdpoBBIC 3aIUIATKH IS TPOTPaMM ), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nmono6HBIX Urpax CTOMT omacaTrbCsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO KpaXkH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALNU OOJIBIIUHCTBA UTP.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1.

No gk w

Ecnu apyroit urpok BemeT ceOs IUIOXO WM CO3JaeT TeOe HEMpHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

[Toxanyiics aIMMHHCTpAaTOpaM HWIPbl HA IUIOXO€ MOBEACHHE ITOr0 WIPOKa,
JKEeNaTeJIbHO MPUIIOKUTh KaAKHUE-TO JIOKA3aTEIbCTBA B BUJE CKPUHOB;

He yka3piBait muunyro nHpOpMaIuo B mpodaiisie urpsl;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBait HeodunaabHbIe TATYH U MOJIBL;

Hcnonp3yi CIOXKHBIE U pa3HbIE N1ApOJIH;

Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [10Ka ThI Urpaeib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

Duwiune unu Kpaosica TU4HblX OaHHbIX

OObIuHOM Kpakel JEHET ¥ JOKYMEHTOB CETOIHsI YK€ HUKOT'O HE YIMBHILb, HO C Pa3BUTHEM

I/IHTepHeT'TeXHOJ'IOFI/Iﬁ 3JIOYMBIONIJICHHUKN TEPEMCCTUIIMCE B HHTCPHCT, W IHPOJOJIKAIOT

3aHUMAThCS «JTFOOMMBIMY JCIJIOM.

Tak mosiBMJIach HOBas yrpo3a: UHTCPpHCT-MOUICHHHUYCCTBA WJIA CDI/ILHI/IHI‘, rj1aBHasg LCIIb

KOTOPOro COCTOUT B IOJTYYCHHUU KOH(bI/II[eHL[I/Ia.HBHBIX JaHHBIX MMOJIb30BaTeNICH — JIOTMHOB U

napouieii. Ha anrnmiickom si3pike phishing unrtaercs kak ®@umunr (ot fishing — peibHast noBs,
password — mapob).

OcHOBHBIE COBETHI O 60pHOE ¢ (HUIIMHTOM:

1.

o

Crnenu 3a cBouM akkayHTOM. Eciu ThI moio3peBaelib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOUTUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;
Hcnonp3yii 6e3omacHbie BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;
Hcnonp3yii c10KHbBIE ¥ pa3Hble Mapoiu. Takum 00pazom, eciu Te0s B3JIOMAIOT,
TO 3JI0YMBIIUIEHHUKH MOJyYaT JAOCTYI TOJBKO K OJHOMY TBOEMY MPOQHIIO B
CETH, a HE KO BCEM;
Ecnu Tebst B3moManu, To He0OOXOAUMO MPEaYPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBiieHbl y TeOS B APY3bsX, O TOM, YTO TeOS B3JIIOMalIH H,
BO3MOXXHO, OT TBOETO HMEHH OyAeT pacchbulaTbcs CIaM M CCBUIKM Ha
(UITUHTOBBIC CANTHI;

YcranoBu HagexHbli maposb (PIN) Ha MoOMIBHBIH TenedoH;

OTKIII0YM COXpaHEHue MapoJst B Opaysepe;
He otkpsiBaii ¢aiisibl 1 qpyrue BIOKEHHS B MHUCbMaX Jake €CIIM OHU MPUIILTH
OT TBOMX Apy3ei. Jlydie yrouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TH (halIbl.



Hugpposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAsI WIM MO3UTHBHAs MH(GOpPMAIM B CETH O Tebe.
Komnpomerupyromas uHpopMmanus pasMelleHHas B WHTEPHETE MOXKET CEpbE3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEU peanbHOH ku3HU. «L{udpoBas pemyramus» - 3TO TBOW UMUK, KOTOPBIHA
dopmupyercst u3 uadopMmalyu o Tebe B UHTEPHETE.

TBoe MecTo KUTEeNnbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nmoxpocTKy JErKOMBICICHHO OTHOCSTCS K ITyONMKAIMK JTHYHON WH(POPMAINH B
HNuTepHeTe, He MOHUMAs BO3MOXKHBIX ITOCIENCTBHN. ThI 1ake HE CMOXKEIIb JOTagaThCs O TOM, YTO
¢dororpadus, pazMerieHHas 5 eT Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pazmenienue TBoux Gpororpaduii u 1pyrue ASHCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, Kak Thl UX YAAIHIIb. Thl HE 3Haellb, KTO COXPaHUI 3Ty UH(OpMaIHIO, ITonaja
JM OHA B TOMCKOBBIE CHCTEMBI M COXPAaHWIACh JIM OHA, a TJIABHOE: YTO MOIyMAalOT O Tede
OKpY’Kalollee JIIOH, KOTOphle HAaWAYT M yBUIAT 3T0. HaifTu nH(popMaImio MHOTO JeT CIycTs
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKIACHUH, TaK U C HAMEPEHUEM NIPUYUHHUTD BPe. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aITUTE ITU(POBOI peIyTaIuu:
1.  TMoxymaii, mpexxae 4eM uTO-TO MyOJMKOBATh U MepeaaBaTh y ceds B Oore mwin
B COLIMAJIbHOM CETH;
2.  Bmnacrpoiikax npoduist ycTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO MPO(UIIs
U €ro COIEPKUMOTO, CACIIAN €ro TOIbKO I APY3Ei»;
3. He pasmemait u He yka3piBail MHPOPMAIMIO, KOTOpash MOXET KOTo-IM0o
OCKOPOJIATH WM OOMKATh.

Asmopckoe npago

CoBpeMeHHbIEe NIKOIBHUKN- aKTUBHBIEC TOIH30BATEIH IIU(PPOBOTO MpocTpaHcTBa. OqHAKO
JIaJIeKo He BCe 3HAIOT, YTO IOJIb30BAaHHE MHOTHMHU BO3MOXKHOCTSIMHU I(poBOro Mupa Tpedyer
COOJTIO/ICHHSI TIPAB HAa MHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb.

TepMI/IH (UHTCJJICKTYaJIbHasd COGCTBCHHOCTB» OTHOCUTCA K Ppa3JIMdYHbIM TBOPCHHUAM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIYTHM, W 3aKaH4YMBas KHUTaMH, ¢ororpadusMu, KHHOPHIBMAMH H
MY3bIKQTBHBIMH TPOU3BEIACHUSIMHU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha WHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEIACHUS
HayKH, JINTEPATYPHI U UCKYCCTBA. ABTOPCKHE NpaBa BHICTYIAIOT B KAYECTBE TapaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa He OyIeT HampacHbIM, JACT €My CIpaBeAIUBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPYy[a, MOJYyYUTh U3BECTHOCTh M MPU3HAHUE.
HuxkTo 6e3 pa3perieHust aBTopa He MOKET BOCIIPOU3BOIUTH €T0 MMPOU3BEACHHE, PACTIPOCTPAHSITH,
NyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMMIIOPTHPOBATh, ITyCKaTh B MPOKAT, ITyOIHMYHO



UCTIOJIHATB, I0KA3bIBaTh/UCIIOIHATH B A(Hpe UK pasmemiats B VIHTepHeTe.

Vcnonb30BaHue «IUPAaTCKOT0» MPOTPAMMHOT0 00ECIIEUeHUSI MOYKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, T
YCTAQHOBJICHHBIN HE JerainbHass mporpamMma. He cTouT Tarke 3a0bIBaTh, YTO CYLIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4oK.p( - TBOH TNIaBHBII COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATH O OE€30MaCHOCTH
B CETH TOHSTHBIM W JIOCTYIHBIM S3BIKOM, a MPU BO3HUKHOBEHHWU KPUTHUUYECKON CHUTYaIlUU
00paTUThCS 32 COBETOM. A Tak)Ke MPHUHATH yJacTHE B KOHKYpPCax M CTaTh CaMbIM IH(PPOBHIM
rpax iaHuHOM !



